
February 1, 2014 

BY ELECTRONIC FILING 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
Office of the Secretary 
445 12 tn Street, SW 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31, 2013) 
EB-Docket No. 06-36 

Dear Ms. Dortch: 

LPC 
CONNECT 
Expect More. Do More. 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, La Porte City Telephone Company hereby files its most recent 
certification regarding its compliance with the rules of the Federal Communications 
Commission set forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, please feel free to contact me at 319-342-3369. 

IT~ 
Chris Hopp 
Executive Secretary 



ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification 

EB Docket No. 06-36 

Annual64.2009(e) CPNI Certification for 2013 

Date: February 1, 2014 

LPC 
CONNECT 
Expect More. Do More. 

This filing is being made by La Porte City Telephone Company as required by 47 
C.F.R. § 64.2009(e). 

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the 
"Certification") include the parent and its wholly-owned or controlled subsidiaries which 
are "carriers" (collectively, the "Company") as follows: 

Company Name 

LPC Long Distance 
La Porte City Telephone Company 

Form 499 Filer 10 

821936 
804747 

The board of directors and management of each of the above-listed companies are 
identical. The officer who signed the Certification signed as an authorized officer and 
agent of each of the above-listed companies. The Certification applies to and is filed on 
behalf of each of the above-listed companies. 

For purposes of the attached Accompanying Statement the above-listed companies are 
also considered "affiliates" of the Company. Where appropriate or required, the 
Company's CPNI policies apply to and may reference the Company and its affiliated 
companies. 

~ 
Chris Hopp 
Executive Secretary 



Annual47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2013 

1. Date filed: February 1, 2014 

2. Name of company covered by this certification: La Porte City Telephone Company 

3. Fonm 499 Filer 10: 804747 

4. Name of signatory: Chris Hopp 

5. Title of signatory: Executive Secretary 

6. Certification: 

I, Chris H opp, certify that I am an officer of the company named above, and acting as an 
agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNl 
rules. See 47 C.F.R. § 64 2001 et s&q. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company is in compliance with the requirements (including 
those mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory 
review) set forth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (i.e., proceedings instituted or petitions filed by a 
company at e~her state commissions, the court system, or at the Commission against data 
brokers) against data brokers in the past year. 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

The company represents and warrants that the above certil ication is consistent with 47. 
C.F.R. § 1.17 which requires truthful and accurate statements to the Commission. The 
company also acknowledges that false statements and misrepresentations to the 
Commission are punishable under Title 18 of the U.S. Code and may subject it to 
enforcement action. 

GL~(,Q 
Chris Hop~ 
Executive Secretary 



La Porte City Telephone Company 
306 E. Main Street 

P.O. Box 185 
La Porte City, Iowa 50651 

Accompanying Statement 

La Porte City Telephone Company ("Company") maintains the following operating procedure~ to engure 
compliance with the rules set forth in 47 C.P.R. Part 64, Subpart U: 

Section 64.1005 U.ie of cnstomer proprietary network information witbout custoroer 
approval. 

(a) Any telecommunications carrier may use, disclos<!, or permit a~ to CPNI fur rlle purpose of 
pwviding or muketing service offerings among the categories of service (i.e., local, inter-exchange, and 
CMRS) to whicb the custoroer already subscribes from the same carrier, without customer approval. 

( I) If a telecommunications camer provides different categories of service, and a cust<lmcr 
subscribes to more than one category of service offered by the carrier, the carrier is penniued to share 
CPNI among the earner's affiliated enlities that provide a service offering co the customer. 

(2) If a telecommunicatiou.s carrier provides diffetent categories of servic.:, hut a customer does 
not su!Y.>cribe to more than one offering by the carrier, the carrier is not pennitted to sbare Cl'NI with its 
affiiinte~, exceptas provided in §64.2007(h). 

(b) A relecommUDicatiou.s carrier may not usc, disclose, or penni! access ID CPNI tn market to a 
customer service offerings that are witbin a category of service to which the subscriber does oct already 
subscribe from that carrier, unless that carrier has customer approval \Q do so, e~cept as described in 
paragraph{ c) of this SC<iioo. 

(1) A wireless provider may use, disch>se, or permit access to CPNI derived from its provision of 
CMRS, without cuscomer approval, fur the provision of CPB and information service(s). A wirellne carrier 
may use, disclose or permit access to CPNI derived from its provision of local exchange service or 
ittterexchange servk:e, without customer approval, for the proviaion of CPB and call answering, voice mail 
or messaging, voice storage and retrievol services, fax store and forward, and protocol conversion. 

(2) A lelecommunlcatioos carrier may not use, disclose, or permit access to CPNl to identify or 
track customtm~ that call competing service providers. For CJCample, a local exchange carrier may not use 
local 5ervice CPNI to track all customCTS lhat call local service competitors. 

(c) A telecommunicatiou.s carrier may us•, disclose, or petmil access to CPNl, without customer 
approval, as described in this paragraph (c). 

(I) A telecommunicatiou.s carrier may usc, disclose, or pennit access to CPNl, without custoDier 
approval, in its provision of inside wiring installation, maintenance, and repair services. 

(2) CMRS provider:< may use, diselose, or permit access to CPNI for the purpose of cooducting 
:esearch on the health effects of CMRS. 

(3) u;c, , CMRS providers, and intercolllltcted Vo!P providers may usc CPNI. without customer 
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed 



dialing, computer-provided directory assistan~. call monitoring. call tracing, call blocking, call return, 
re~at dialing. call trackillg, call waiting, callec I.D., call fO<Warding. 8lld certain Centrex features. 

(d) A telecommunications carrier may 11$e, disclose, or pennit access to CPNI ro protcet the rights 
or property of !he carri or, or to protcetusers of those services and other carriers from fraudulent, llbusive, or 
unlawful use of, or subsaiption 10, sucb Jef\licc$. 

1'he Company /Jus adopted gpec!fic CPNI policies 1b etnure that, In the absence of cus/11/ner approvoJ, 
CPNI is only used by the CtHnpany to provide or IWJtkd servia offerillgs umong the calegotU.• of 
'""'~ (i.e., ~11(, inttrt!XChiJIIgr, t111d CMRS) to wltlc:lr the cu..'l11..ut1 already stlbsuibes. The 
CamptJfly's CPNT policiet prohlb# the sharlllg of CPNJ with alfi&Ud companies, except u.r pumltled 
undu Rule 6-I.:JOOJ(a)(l) or with customer approval pursuant to Rule M.2007(h). The on(y exceptions 
to these ptJiicies are <II penn/ned tmder 47 U.S. C § 222{d) and Rule 64..2005. 

Section 64.2007 Appro>val required for ase of eustXJmer proprietary oetwork Information. 

(a) A telecommunlcatiom carrier may oblllin approval through written, oral or electronic 
mel.hods. 

(1) A telecommw>icalions carrier t"<llying on or.d approval shall bear the burden of demonstrating 
tbar .•uch approval has been given in compliance with the COIIllllission's rules in this p8.!1. 

(2) Approval or disapproval to use, disclose, or ponnit access to a customer's CPNI oblained by a 
telecoromunicadons earner must remain in effect until the customer revokes or limits sucb approval or 
disapproval. 

(3) A te-leconununicntions cwier must maintain records of approval, whether oral, written or 
electronic, for at least <me year. 

hlll!J t:UcumstUJUJtS where ewstoiJIU apprtJl!al is r61t>ind ro ra~ dirdose or permit accU& to CPf;7, the 
Company's CPNJ pvlicies require that the Company obtain CU!Itomer 11f!PtOva/lhrough wrilttJII, oral or 
electMhil: mi!Jhodt itl comp/lws,-e wlfh Rule 64.2007. A customer'$ approval <Jr dlrapproval M~~Uiins in 
effect until the cu.!tomer revokes or tim/Js the approval or duapprovaL The COirlpal!y mallltains record1 
of CJIStOmt!l approval (whnher written, oral or tkcironli:) for a mhtimllm of one year. 

(b) Use of Opt-Out and Opt-In Approval Processes. A telecommuni~ons carrier may, subject 
to opt-out approval or opt-in approval, use its customer's individually identili~ble CPNI for the purpose of 
m11rketing cnmmunicati.ons-related setvices to tbot customer. A telecommunications caTTier may, subject to 
opt-out approval or opt-in approval, disclose its customer's individually identifiable CPNI, for rhe purpose 
of marketing communications-related services ro that customer, 10 its agenm and its affiliates tbnt provide 
communications-related servi~s. A telecommunications carrier may aliio permit sucb person or entities to 
obtain access to such CPN I for such purposes. Exoept for use llDd disc!OSllrt of CPN! that is permitted 
without customer !lpproval Wtder section §64.2005, or tllat is de!ctibed in rhis paragraph, or as otberwise 
provided in section 222 of the Conuuw•ications Act of 1934, as amended, a te\ecommtmicatioos carrier 
may on ly use, dlsclose, or permit access to its customer's individually identifiable CPNI subject ro opt-in 
approval. 

wept as otherH'ise permitted under Ruk 64.21J05, the Conrpany's CPNl poUclt> require that the 
C1Jifljlf111Y ohtain a cnslbiWI!r'J "opt out" or "optllr" appro1!41 pursututt to Rule 64.1007(b) b~fore the 
CIJ~npany may 11$1 CPNJ tn mMkel comJrUmieatloJU-related servtces or di.sdnst CPNT to its agetrf;J or 
affiliates that pr<>vide CO/IUIIUnicaliotU-ultlted serlllces for marketing purpo:MS. The Company d~Ms not 
t<te CPJVlfot at~y ollter purposes, and dves 1101 disclose or gf'IUII uccus ttJ Cl'N11b any othet party, 
acept as penltltkd undu 47 U.S. C.§ 222(d) and lluk 64.2005. 
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Sotlion 64.1008 Notice required ror use or customer proprietary network information. 

(a) Notification, Generally. (1) Prior to any solicitation for customer approval, a 
telecommunications canicr must provide notiftcation to the customer of the customer's right to restrict use 
o( disclose of, and ac<:css to that customer's CPNI. 

(2) A telecommW1iatK>ns carrier ClUSt mailltain records of notification, whether oral, written 01 

electronic, for at lean one year. 

(b) lodividual notice to customers must be provided when soliciting approval to use, disclose, or 
pe(TTI it access to customers' CPNI. 

(e) Content of Notice. Customer nolification mi.ISt provide sufficient information to enable the 
customer to make an infonoed decision as to whclhcr to pem1it a earner to use, disclose, or penoit access 
to, the custemer's CPNI. 

(l) The notification must state that the customer has a right, and the carrier has a duty, Wider 
federal law, to protect the confideoliality ofCPNI. 

(2) The notification must specify 1hc 1ypes of information that constitute CPNI and the specific 
entities that will receive the CPNI, describe the purposes for which CPNI will be u~ed, end infol1ll the 
cusromcr of his or her right to disapprove !hose Use!, and deny or wnhdraw access te CPNI at any time. 

(3) The noti6cation must advise the cuStomer of the precise steps tbe customer rnllst take in order 
to grant or deny access to CPNI, and must clearly •true that a denial of approval will not affect the 
provision of any services to which the customer mbscrlbcs. However, caiTiers way provide a brief 
statement, in a clear and neutral laoguoge, d~cribing consequences directly resulting from lhe lack of 
access to CPNI. 

(4) The notification must be comprehensible and must not be mislooding. 

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large 
ty-pe, a11d be placed in an area so as to be readily ~ppareDI to a custaner. 

(6) If any portion of a notification is translated into another language, th~n all portions of the 
notification must be translated into lhat language. 

(7) A canier may sUite in the notification that the customer's approval to use CPNI may enhance 
lhe carrier's ability to offer products and services lailored to the customer's needs. A canier also may smre 
in lbe notification that it may be compelled to disclose CPNJ to any person upon affirmative wria;en request 
by lhe customer. 

(8) A carrier may not include in !he notification any statement attempting to ~-ncourage a customer 
10 frccm third-party access to CPNI. 

(9) The notification must state that any approval, or deni.al of approval for 1hc use of CPNI 
oUisidc of the service to which tlte customer already subscribes from that earlier is volid until the customer 
affirmatively revokes or limits such app.roval or denial. 

(10) A telecommunications currier's solicitation for approval must be proximale to the 
notification of a cusromcr's CPtH rights. 

Til~ C~tmputf]J's CPNT polides require that cusro flfcr.t be nntlfled of their rigllts, and the Compu1fJ1'3 
oblls:a&ns, wilh respect liO CPNI prior to any sollc//irJinn for Cll$tomer approNL All requ/Nd CfU/omer 
nolku (whether wrillen, oral or decJrOnJ.c) cmtJPIY with the r"''uirements of Iblle 64. ZOO& 111 e 
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Company IMUttains records of all required wstQnrer n<>ti~-es (wheJher writun, oral or elecfronic) for a 
mJnl:mllm of one year. 

(d) Notice Re'l"irumenl.v Specific 10 Opt-Our. A teleromnumicatiUTls carrier must pr<Yvidc 
notification to obtain opl-<lUt approval througll electronic or written methods, but not by oral 
communication {except &'3 providod in p;ngraph (f) of litis section). The contents of any such notification 
must comply witll the requirements of paragrtpb (c) of this section. 

(!) Caniers must wait a 30-d.ay minimum period of time after giving customers l!Otice and an 
opportunity to opt-out before asswning wstomer approval to use, disclose, or permit access to CPNI. A 
carrier Tlllly, in its discretion, provide for a longer period. Carriers must notify customers a!l to the 
applicable waiting period for a response before approval is ~med. 

(i) In the case of an electronic form of notification, tbe waiting period sh~ll begin to run from the 
date on which tbe notification was sent; and 

(li) In the case of notification by mail, the waiting period shall begin to ron 011 the third day 
following the date that the notification was mailed. 

(2) CarriCJ"$ using the opt-out mechanism must provide notices to their cusMners every two 
yelll'S. 

(3) Telecommunications carrie!llhat use e-mail to provide Qlll·oul ncliccs must onmply with the 
following requirements in addition 10 Ute requirement.s generally applicable to notification: 

(i) Carriers must obcain express, verifiable, prior approval rrom consumers lo send notices via tr 
mall re~ing their service in general, or CPNI in particular; 

(ii) Carriers must allow customers to reply directly to c-mails containing CPNI notices in order to 
upt-out; 

(iii) Opt-out e-mail notic~ thlll are returned to the carrier as undeliverable must be sent to the 
customer in another form before carriers may consider the customer 10 have received notice; 

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message 
clearly and accurately identifies the subject roaner of the trmltil; and 

(v) TclecommUDicatiom carriers must make available 10 every customer a method to opt-out that 
i.s of no additional coot to the customer and tbat is available 24 hours a day, seven days a week. Cmtiers 
may sati.sfy this requirement through D combination of methods, so long as aU customers have the ability to 
opt-cot at no cost and are able to effectuate lbat choice whenever they choose. 

In lfllltzn'~• where the C()mp411Y Is required tv obtain csatomu approval for file liSe or tfl.tclosure of 
CPNJ, tit~ Compa1ry obtains "opt out" r.pprovu/ in accordance willl the dkic/osrues, 11141hodr and 
requiNJml!ntr contained in R11le 2008(c) fllld Rllk 2008(d). The ComptUty's CPNI polkies reqrlln llrut 
th& Comptllly provide wopt olll" nodedS to lt.f CMtOnurrs eaoery two years. All custonurs have the llhllity 
to opt out at no cost tmd using IMtltods th/JI are avui!able whenever the cusiOnltr chooses. 

(e) lVutice RequiremeniJ Specific to Opt-In. A telecommunications carrier m~y provide 
notification to obtain opt-in approval through oral, written, or electronic methods. The conlents of any such 
notification must comply with the requirement£ of paragraph (c) of this section. 

The Company doe!< nut c11rrent/y solick "opt in" customer upprovalfor the 11se or d14clo.f!ue ofCPNJ. 
17te Company does nnt use, disclose or gr1111t acces to CPNI [nr any f'l'tpose, to <IllY pany or in tmy 
manner fltaJ would Tel[ll.iu a customer's "opt in" appro .a/ under file Comnrission 's CPNJ ble$. 
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(f) Notice RequiremeniJ Specific to On~-Time Use ofCPNI. (I) Carriers may use oral notice to 
obtain limited, one-time use of CPNI for inbound and outbound customer telephone contacts for lhe 
duration of the call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the 
contact. 

(2) The contenls of any such notification m'llst comply with the requirements of parsgraph (c) of 
!his section, except tllat telecommunications carriers may omit aey of the following notice provisions if not 
.relevant to the limited use for wilicllthc carTier seeks CPNl: 

(i) Carriers need not advise custoJ.UCts lhat if they have opted-out previouz.ly, 110 a.:tion is needed 
to m•intain the opt-<)Ut election; 

(ii) Carriers need. not advise customers thllt they may share CPNJ witJ, their affiliates or third 
parties and need not name those entities, if 1M limited CPNI usage will not result in use by, or disclosure 
oo, an affiliate or third party; 

(ill) Carriers need not disclose the me~~ILS by which a customer cao deny or withdraw future access 
to CPNL so long a5 carriers e){p[ain to customers that !he scope of the apprcvel the carrier seeks ig limited 
to one-time u.e; and 

(iv) carriers may omit di.&closure of the precise steps a customer mU$t take in order to grant or 
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny access to bis 
CPNI for the calL 

Jn insiQJices wllere the Compatry sub one-lime cwtomu approval far the 11sr or disclosure of CPNI, 
the Company obtaln.r such appiTIWll in aa:ordtmct: wiJh the disclbsuns, 11teJltod1 tmd nq11Ue/1tentr 
contained ill Rllle 2008(j). 

Sectioo 64.2009 Safeguard~ required for ase or easoomer proprietary ~etwork ialormadon. 

(a) Telecommunications carriers must implement a system by wbich the smtus of a customer's 
CPNI approval can be clearly esroblished prior to the use of CPNl. 

Tl<e Compalf)J'I billing system allbws authMh.rtd cump1my personnellb e.a.slly dctemW.e the s/JJ/us of a 
cu.rltlmtr 's CPNI approval on the customer ~tUount screen prior to the use 01 dlsclo.•ure uf CPNl 

(b) Tclccommunicatiou.s carriers must trnin their personnel as to when they are and are not 
amhori.zed 10 use CPNI, and caoien must have ao express disciplinary process in place. 

Tlte OltrljJatry htU establiMled CPNJ oompli/JIIM poltcle$ 1/rat include empfqyee trllintng on n:rtrictiom 
on tire liNt and disclosure of CPNI IJIId nqulfl!4 sufeguards to protect against UIUUllhurize4 we or 
disclosure ofCPA7. Employees have signed t/laJ they utrde:ntand the CPNT polkl~t and 11 violation of 
those puliciet will reau/t ill disciplbuuy llcWn.. 

(c) All carriers shall maintain a record, electronicaUy or in some other mOilller, of their own rutd 
their affiliares' sales and marketing ~ampai!ltls tllat use their cusromers' CPNI. All cmiers shall maintain a 
record of oil instances where CPNI was di$Closed or provided 111 third parties, or where tbJrd parties were 
allowed access to CPNI. The record must include a description of each CIWlpaign, tJ>e specific CPNl rhar 
wa.s used in the campaign, and what products and services were offered as a part of the campaign. CatTiers 
shall retain the record for a minimum of one year. 

Tl<e Comp®y't CPNI polktes require that all sale& tmd markmng Cllltlpalgns inrU.ding tltose utl/izbsg 
C1:'NI ~ rec.orded tJIUl kept on file fur at kiUt one year. Recol'lls tm! also IMltthlb!ed for disclosure or 
access to CP;V/ by thlnl. patties. Tl<e records include the required lnfor11111tlon listed itt 811/e 61 •. 2009(c). 
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(d) Teleeommunicutions C<UTiers ruust establish a supervisory review process regarding carrier 
compliance with the rules in tbis subpart for out-bound marketing situations and maintain records of carrier 
compliance for a minimum period of one year. Speeifically, sales personnel must obtalo supervisory 
approv~l of any proposed out-bound marketing request for customer approval. 

T71e Complllly's CPNl po/Jcus tequire employees to obtain appt(iVQ}. from llle Compatty's CPNI 
Complill11a Office for allmMketint; camplfigns, btdsldlng t/Mu lllillt.illt; CPNI. prior UJ btid4ting tile 
camp!Up. .R«brd of the 111/Uketing camplfilf"S, lllong with the uppropriaJe s~~pervtsory upprDJ>III iJ 
maintailled for at least one yeq.r. 

(c) A telecommunications carrier mu~t have an officer, as an agent of the ewer, sign and file 
with the Commission a compliance certificate on an •rmual basis. The officer must state in the certification 
that be or she h ... , personal knowledge t11a1 the company has established operllling procedures that am 
adequate to ensure compliance with the rules in this subpart. The carrier must provide a stntemcn! 
accompanyutg the certificate e~plaining how its op,..ating procedures ensure th.t it is or is oot in 
oompliance with the rules in this subpart. In addition, lhe carrier must include an explanation of any 
actions taken against dllla brokers and a swnro.ruy of all customer compla.ints received in the past year 
concerning the unauthorized release of CPNl. This filing must be made annually with the Enforcement 
Bureau on or before March 1 in EB Docket 1:\o. 06-36, for data pertaining to the previous calendar year. 

Tile requlnd offll:er ce7tijication, actions hJkvl agam1t dOIJJ braken OJJd summary tif cu.stoi1Uir 
ctmq~lllint documents ure illcluded with this tuXDIItpanying statemf!11t. The Camptmy will flU. tlzeu 
docllliiOits on an annual bilsis an ar before ,\larch 1 for fkrta pertailling to tile previous calendat year. 

(f) C3trlers must provide written notice within five business days tn the CoiJIIllission of any 
instlll'\ce where the opt-out mechanisms do DOt work properly, to such a degree that consumers' inability to 
opt-out is more than an anomaly. 

(J) The notice shall be io the form of a letter, and shall include the canier's name, a description of 
lhe opt-out mechanism(&) used, me problems(s) experienced, the remedy Ptoposed and when it will be/was 
implemented, whether the relevant stale coounission(s) hns been notified and wbetber It h<~S taken any 
action, a copy of the notice provided to cust001ers, and couract information. 

(2) Such nOtice must be submitted cvon if the ewer offers other methods by which consumers 
may opt-out. 

The Co1Hpllny'$ CPNI polides mcllllle a process to pravlde the feJ/11/red wrllten notice to the 
CttllmfHslbn within five businU$ days of an opt-out mechanbm failure thu.l is more tltiJJI 011 IUiomaly. 
Tile proctdutt!. meets (he requiremen/3 listeflln Rule 61. 'JlJ09(/). 

Seed on 64.2010 Sa(eguards on tile disclot11re of customer proprietary o~tworlc htformalioo. 

(a) Safoguarding CPNI. Telecommunications carriers must take rensonable m=s to discover 
and protect against anempts to gain uoauthorizled access to CPNI. Telecommunicatioll5 carriers must 
properly aud!enticate a customer prior to disclosing CPNI based oo customer-initiated telephone contact, 
online accmmt access, or an in-more visit. 

The Conrpa11y's CPNl policies and emp/Qyu traif1illg illclude teasonabk me<Uures to dfsCIWer at~~/ 
protecJ agaln.ft actlviJy that is iJulicatlve of pl't!luting and enrp/Qyees are Instructed to notifY tile CPNT 
Complinllce Ofjlcer If any such activity iJ IUsptcted. 

(b) Telephcne access to CPNf. Telecomm!Ulications carri<-TS may only dlscloso caD detail 
information over the telephone. based on customer-initiated telephone contact, if the customer f~nt 
provides the carrier with a password, as doscn"bed in paragraph (e) of th is section, that is not prompted by 
the carrier asking for readily available biographial infortlllltion, or acccwl! infonnatiou. If the customer 
doe! not pro• -ide a password, the te1ecommunicetlons earner may only disclose call detsil information b)· 
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sending it to the cu.ston1er's address of record, or, by calling the customer at the telephone number of 
record. lfrl:.e custon1er is able to provide call detail infonnation to the teleoommunicaJions carrier during a 
customer-initiated call without the telecoom1ullications carrier's assistance, then the telecommunications 
catTier is permitted to disc11ss the call dol>lil illfonnaJion provided by the customeJ. 

The Company's CPNI policies ensure tltat a customer is only able ta access ctll/ detail illfotmatiiJtl over 
lite telephone m qne qj lite ways listed in Rule 64.10/0{b). Tf the ctmmnu cat111ot 'emember liteit 
password, they are prompted to answer a security que>tivn. Neither .file plLWMtd 110r lite security 
questi<Jn are based on nadily available biiJgraphit·lLI itif/Jrm.atlon ot acc.oum lnfomiLitl•liL Cu~tonzer 
service representatives an instru,1ed to aut.helltlcote customers over the tekphone /11 all btsta11ces acqt 
in the case where the custom...,. provides the cull detitJJ llifomllltlon wlthouz lite asslstemee •if the 
Company. 

{c) Online acce:~s w CPNI. A teleconunullications carrier must authenticate a customer \virtlout 
th<l use of readily available biographical infomultion, or account infurmation, prior to allowing the 
custoDier online access to CPNI related to a teleconununications service account Once authenticaled, the 
custoDier may only obtain online aocess to CPNI related to a telecommunications service account througb a 
password, as described in paragraph (e) of this section, that is not prompted by the earner asking forreadily 
available biographical information, or account information. 

The Company'> CPNI pu/Jcl~ require cu.<tmner authenlkatlo:n wflhqut the use of t~dily aval/ablt 
biogtapklcalliifomuJJ/on or ticcoUJU ln/IJntllltlon ptlot to htilially gaming access to an accollllt on/J11e. 
Otlce the custanw Is t~Uthentlcated the customer Is reqr1ired to use a passwiJrd to ohtabt ontme access w 
CPNI. 

(d) In-Store access ro CPNI. A telecommunications carrier may disclose CI'NI to a customer 
who, at a carrier's retail location, (ir;st presents to the telecommunications carrier or its agent a valid photo 
ID matching the cwstomer's account information. 

The Cqmpany 's CJ>NI policies aliow lite Company to disc/tJ$e cuU detail CPNT to the customer at a retaii 
liication after prese~~ting a valid photo lD litat matches lite customer'$ ac~ount informa&m. 

(e) Establishment nf a Pas:rwnrd and Buck-up Authenlicallon Method> for Ln.<l or Forgotten 
Pa.t.ovnrd<. To establish a password, a telecommullications carrier must authenticate tbe customer without 
the use of readily available biographical infomtaJion, or account information. Telecommunications carriers 
may create a back-up customer authentication method ill the event of a lost or forgotten password, hut such 
back-up customer authentication method may not prompt the customer fur readily available biographical 
infonnaJion, or account information. If a customer cruutot provide the COITect password or the correct 
response for the back-up customer authentication method, die customer must establish a new password as 
described in this paragraph. 

The Company's CPNT puli~i€!$ allow jot a f~w K'ays 111 establls/1 a passwotd, all of which en~ure 
compliance with the above paragraph. Euch nl.elhtHI also allows lite ~stomet w e!ltahll~h a back-up or 
security que:.1iQn In the event thM they fotgtl their passwotd. In 110 evtmt does lite Company u.<e t~dily 
a>·tlllable bliJgraph/cal lnjormatiM or f<CCflunt 111/IJnttatWn as a back-up question or as a fiiLIJJU to 
estab/hh a paliSWord '" authelltlcate the customet. 

(f) Notification 1Jf account changes. Telecooununications carriers must notify customers 
immediately whenever a password, customer response to a back· up mea:ns of authentication for lost or 
forgotten passwords, online account, or address of record is croaJocl or changed. This notiftcation is not 
required when the customer initiates service, including the seloc1ion of a passw(>r<l at service initiation. 
This notification n~ay be through a carrieJ'originated voicemail or text message to the telephone number of 
record, or by mailtD tlte addl'ess of record, and must not reveal the changed information or be sent to the 
new accoW\t information. 

7 



The Compmy 's billhtg sysrem automatically grmerl¥tes a notification when a11y of the fields Ustbt In 
Rul£ 61.2010(/) r.ue created or changed. The Company then immediately notifies the customer through 
carrier-originated •·oicemail or /e.'(/ message to the telephone number of record, or by mall to the address 
qf record (never a new address) when required by Rule 61.2010(/). The co11trmt of the ttotljlcatlon 
<·omplie• with the requirements of Rule M.20IU(f). 

(g) Buslnes> Czmomer Exemption. TelecomrnunicaJions carrie~ may bind themselves 
contractue.lly to authentication regimes other than those described in chis section for services they provide 
to their business cusromer that have both a dedicaJed accounc represencaJive and a contract that specifically 
addresses th: cmiers' protection ofCPNI. 

Tilt! Company has cnnttaCI.Ittli agu.emenlt In place wllh variou> buslne.s customers. The cottiJ'acts 
sp~tdjktJ!ly addres.t the catrlers' pMieL't/011 of the hU$ines> L'U~1Qm<r's CPNI in accordance with Rille 
6~.20/0{g), Including a dt!dlcated ~ccount represent(J.tJve. 

Section 64.2011 Notification of customer proprtetary network information security 
breaches. 

(a) A telecommunications carrier shall notify law eoforcementofa breach of its custome"'' CPNl 
us provided in Ibis section. The carrier shall not notify its customers or disclose the breach publicly, 
whether voluntarily or under .stale or local law or these rules, until it bas completed the process of notifying 
law enforcement pu"'uant to paragraph (b). 

(b) As soon w; practicable, and in no event later than seven (7) business days, atler reasonable 
determination of the breach, the telecommunications carrier shall electronically notify the United States 
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) through a cenrral reporting facility. 
Tae Commission will maintain a Hnk to the reporting facility 81 ht!p://www.fcc.gov/ebfconi. 

(I) Notwithstanding any st:atc law to the oontnuy, the carrier shall not notify customers or 
disclose the breach to the public until 7 full l>usiness days have passed after notification ro the USSS and 
the FBI except as provided in paragraphs (2) and (3). 

(2) If the carrier believes that there is au extraordinarily urgent need to notify any class ofaffected 
customers sooner than otherwise allowed under paragraph(!), in order to avoid immediate and irreparable 
harm, it shall so indicate in its notification and may proceed to immediately notify its affected customers 
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant 
investigating agency's request to minimize any adverse effects of such customer notiftcation. 

(3) If the relevant investigating agency detennines that the public disclosure or notice to 
cu3tomers would impede or compromise an ongoing or potential criminal investigation or national security, 
$Uch agency may difect the carrier not to so disclose or notify for an initial period of up to 30 days. Such 
period may be extended by the agency as reasonable necessary in the judgment of the agency. If sucb 
direction is given, the agency shall notify the carrier when it appears that public disclosure or notice to 
affected cu:swmo:ts will no longer impede or compromise a criminal investigaJion or national security. The 
agency shall provide in writing its initial direction to the carrier, any subsequent extension, and any 
notification that notice will no longer impede or compromise a criminal investigacion or national security 
and sucb writings shall be contemporaneou.sly logged on the same reporting facility that conllims records of 
notifications filed by carriers. 

(c) Recordlceeping. All carriers shall maintain a record, electronically or in some other manner, uf 
any breHche$ discovered, notification made to the USSS md the FBI pursuant to paragraph (b), and 
n~tificatiun made to cu:s1umer$. The record rnust include, if available, dates of discovery and notification, a 
detailed description of the CPNI thHt W!iS th.e subject of the breach, and the circumstances of the breach. 
Carriers shall retain the record for a minimum of2 years. 
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The Company has policies and procedures in place to ensure compliance with Rule 64.2011. When it is 
reasonably determined that a breach has occurred, the CPNI Compliance Officer will notify law 
enforcement and its customer in the required timeframes. A record of the breach will be maintained for 
a minimum of two years and wm include aU information required by Rule 64.2011. 
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